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RFID tags in a nutshell

® Oiriginally simple bar code replacement
® Now are mini, low-power computers
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RFID tags in a nutshell

® Oiriginally simple bar code replacement
® Now are mini, low-power computers
® Applications

p Public transportation

p Pharmaceutical anti-counterfeiting

p Medical safety

p E-commerce
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Wide variety of RFID tech

® | ow-frequency tags

Car immobilizer, human implants
® High-frequency tags

p Credit card, passport, subway pass

e Ultra-high-frequency tags

p Supply chain, EZPass toll
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RFID Applications
from the Lab
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Case Study:
RFID Credit Cards



What are RFID Credit Cards?

¢ “No-swipe” credit card

® “fastest acceptance of new payment
technology in the history of the
i n d U St r)’., ’ [VISA; As reported in the Boston Globe, August 14t 2006]
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What do RFID CCs Reveal?

*Credit card number

*Expiration date

¢
: *Cardholder name
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Researchers See Privacy Pitfalls
in No-Swipe Credit Cards
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Replay: Credit Card Cloning

® Some cards send same data for diffrent transactions

® Our device replays the radio conversation
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Replay: Transaction Counters

® A transaction counter can deter simple replays
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Replay: Transaction Counters

® Under some circumstances counter prevents replay
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Replay: Transaction Counters

® But the counter is not foolproof
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Cross contamination of
other payment media

p New credit card in sealed envelope

p Scanned with programmable reader
P Retrieved address from phone book
p Bought electronics online
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Countermeasures
® Radio shielding

p Caution: Does not
protect during use :;' ???}

® Recent cards omit cardholder name

p Caution: Could lower the bar on other attacks
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Countermeasures

® Better use of cryptography

E] FIRST BANK
<4 OF WIKI

p Not only prevent frauc

_IVLE IRULTS YEUuL

p But also protect privacy

® Smarter devices (e.g., NFC)

) Easier for user to give consent

p Capable of much more! R,
e —
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How to improve privacy

® Consumers need
‘/Justiﬁed confidence
- Not just “security theater”
® Technology must be open to public scrutiny
s/Secure Web sites use public methods
- RFID CCs use proprietary methods
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Beware: Academics
create insecure RFID too

® Protocol authenticates a tag
® Tag supposed to be hard to clone

® Seems secure in theory:
40 trillion attempts to crack (centuries)

® But not really:
3 attempts in practice (seconds)

[“Lightweight Authentication Protocols for Low-Cost RFID Tags” by I. Vajda and L.
Buttyan. In UBICOMP, 2003.]
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Conclusions: RFID
Security Research

® RFID is neither good nor bad

p But should be used properly and responsibly
® RFID credit cards

p Personal information disclosed
® Future RFID security and privacy

p Better security is coming, but check the fine print
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UMass RFID Research Center
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